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What is Bitcoin?



  

“We're in the 21st Century and I can call someone in Indonesia,  see him on screen and talk to him for free... 



  

“We're in the 21st Century and I can call someone in Indonesia,  see him on screen and talk to him for free... … and yet I can't send him 1 cent.” (Wences Casares, Xapo CEO)



  



  



  



  



  

Transactions
ETH1200 CHF JP1200 CHF... [1]



  

Transactions
ETH1200 CHF JP1200 CHF... [1] [2]

Starbucks10 CHF
JP1190 CHF



  

Transactions
JP1200 CHF

Input
[2]



  

Transactions
[2]

Starbucks10 CHF
JP1190 CHF

Outputs



  

Transactions
[2] JP1190 CHF

Change



  

Transactions
ETH J.P. 1200 CHF

Eth zürich



  

In a centralized system...



  

In a decentralized system...



  

In a decentralized system...



  

Key Triplets



  

Who can spend the created outputs?



  

Who can spend the created outputs?



  



  

Privacy Issues with Bitcoin



  



  

Isn't Bitcoin anonymous?!
[Addr. 3]5 BTC
[Addr. 4]3 BTC

[Addr. 1]
[Addr. 2]4 BTC
4 BTC



  

Isn't Bitcoin anonymous?!



  

Isn't Bitcoin anonymous?!
ETH4 BTC [Addr. 1]4 BTC[1] [2]

Starbucks
[Addr. 2]3.97 BTC
0.03 BTC



  

Isn't Bitcoin anonymous?!



  

Why Anonymity?
"What we used to call liberty and freedom we now call privacy." (Jacob Appelbaum)



  

Why Anonymity?
"What we used to call liberty and freedom we now call privacy." (Jacob Appelbaum)

??



  

● Mixing ServicesBut... how?



  

● Mixing ServicesBut... how?



  

ZeroCoinor “how to prove you have money without showing it” 



  



  



  



  



  



  



  

Basic Idea
- setup()● 4 operations- mint()- spend()- verify()



  

mint()1 BTC mint()1 BTC mint()1 BTC

mint()



  

mint()1 BTC

mint()1 BTC mint()1 BTC mint()1 BTC
1 ZC

mint()



  

mint()1 BTC

mint()1 BTC mint()1 BTC mint()1 BTC
1 ZCpubzc

mint()



  

spend()



  

spend()
proof



  

spend()
{

proof
● “I've minted one ZC” 
● “I haven't spend it” 



  

spend()
{

proof
● “I know one (unspent) pubzc” 
● “I know the construction of pubzc” 



  

spend()



  



  



  

verify()
PROOF PROOF

PROOF

        OF

PROOF

PROOF
PROOF

PROOF

PROOF



  

Challenges?



  

Cryptographic Building Blocks
● Commitment Scheme
● Accumulator● Zero-Knowledge Proofs



  

Commitment Scheme
● “How would you flip a coin over the phone?”



  

1. flips coin = x



  

2. random rA1. flips coin = x



  

2. random rA1. flips coin = x3. h(x, rA)



  

2. random rA1. flips coin = x3. h(x, rA) 4. chooses y



  

2. random rA1. flips coin = x3. h(x, rA) 4. chooses y5. x, rA



  

2. random rA1. flips coin = x3. h(x, rA) 4. chooses y5. x, rAh(x, rA) == h(y, rA)



  

● group G = <g> = <h>Pedersen Commitment Scheme (*)

(*) simplified



  

● group G = <g> = <h>Pedersen Commitment Scheme (*)
● commit to value s:choose random rpub = gs hr sec = (s, r)

(*) simplified



  

Zero-Knowledge Proofs



  

Interactive Zero-Knowledge Proofs



  

Interactive Zero-Knowledge Proofs



  

Interactive Zero-Knowledge Proofs



  

Non-Interactive Zero-Knowledge Proofs
● Fiat-Shamir Heuristic
● can be used as a Signature of Knowledge (ZKSoK)



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing it



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing it

(pubzc, j = pubzc, 1) ∨ … ∨ (pubzc, j = pubzc, n) 



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing it

(pubzc, j = pubzc, 1) ∨ … ∨ (pubzc, j = pubzc, n) O(n)



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing it

(pubzc, j = pubzc, 1) ∨ … ∨ (pubzc, j = pubzc, n) O(n)



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:Acc = accumulate(C)



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:Acc = accumulate(C)wit = generateWitness(C, value)



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:Acc = accumulate(C)wit = generateWitness(C, value)accVerify(Acc, value, wit) → {0, 1}



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:

Acc = accumulate(C) =  pubzc, i



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:

Acc = accumulate(C) =  pubzc, i



  

● Given:   C := { pubzc, i | i = 1, …, n}Accumulator (*)
● Show: “I know pubzc, j ∊ C” without revealing itpublic one-way accumulator:

Acc = accumulate(C) = u        pubzc, i

(*) simplified



  

pubzc, iAcc = accumulate(C) = u       



  

pubzc, iAcc = accumulate(C) = u       
wit = generateWitness(C, value) = accumulate(C\{value})



  

pubzc, iAcc = accumulate(C) = u       
wit = generateWitness(C, value) = accumulate(C\{value})
accVerify(Acc, value, wit) = 1 iff witvalue = Acc



  

ZeroCoin Protocol
● 4 operations

- mint()- spend()- verify()
- setup()



  

setup()
● setup accumulator
● setup commitment parametersG = <g> = <h>



  

mint(Ibtc) → (pubzc, seczc)
● commit to value s:choose random rpubzc = gs hr  seczc = (s, r) mint()1 BTC 1 ZC

pubzc



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)
● wit = generateWitness(C, pubzc)



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)
● wit = generateWitness(C, pubzc)
● s in seczc= (s, r)



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)
● wit = generateWitness(C, pubzc)
● s in seczc= (s, r)
● π = ZKSoK [Obtc] {...} 



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)
● wit = generateWitness(C, pubzc)
● s in seczc= (s, r)
● π = ZKSoK [Obtc] { (pubzc, wit, r) : AccVerify(Acc, pubzc, wit) = 1 ∧ ...

“I know one pubzc in C” 



  

spend(pubzc, seczc, C, Obtc) → (π, s) 
● Acc = accumulate(C)
● wit = generateWitness(C, pubzc)
● s in seczc= (s, r)
● π = ZKSoK [Obtc] { (pubzc, wit, r) : AccVerify(Acc, pubzc, wit) = 1 ∧ pubzc = gs hr }

“I know one pubzc in C” “I know its construction” 



  

verify(π, s, Obtc, C) → {0, 1}
● verify if s unspent
● verify correctness of π as a signature on Obtc 



  

Remarks
● accumulator checkpoint
● proof size → memory issues
● proof complexity → longer verification time



  

One more thing...



  

Is ZeroCoin enough?
mint()1 BTC 1 ZC



  

eZC: ZeroCoin Reloaded



  

mint()1 BTC 1 ZC

New Ideas



  

mint()1 BTC 1 ZC

New Ideas
mint() eZC



  

New Ideas
eZC eZCamount?

amount = 10 BTC amount = 10 BTC



  

New Ideas
Rich? Poor?

Rich?
Rich?

Poor?
Poor?

? ??
???



  

But... How?
● 5 operations:

- mint(amount)- spendEZCtoBTC()- spendEZCtoEZC()
- setup()
- verify()



  

setup()
G = <g> = <h> = <w>



  

mint(Ibtc) → (πpub, pubezc, secezc)
● commit to value s and transaction amount (a):pubezc = gs hr wa  secezc = (s, r)πpub = ZKPoK{(s, r) : pubezc =gs hr wa }



  

spendEZCtoEZC
1. Proves eZC'ssend validity 2. Mints eZCchange 3. Pre-mints eZCreceive

4. Mints eZCreceive



  

Transactions Revisited
ETH  4 BTC JP4 BTC[1]



  

Transactions Revisited
ETH  4 BTC JP4 BTC[1]



  

Transactions Revisited
ETH  4 BTC JP4 BTC[1]

[2]

Starbucks0.03 BTCJP 23.97 BTC



  

Transactions Revisited
ETH  4 BTC JP4 BTC[1]

[2]

Starbucks0.03 BTCJP 23.97 BTC



  

Transactions Revisited
ETH  4 BTC JP4 BTC[1]

[2]

Starbucks0.03 BTCJP 23.97 BTC [3]



  

Conclusion



  

Thank You

Tip if you enjoyed it!
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